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Key Drivers of Change in the Approach to Risk & Compliance Management 
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• Compliance Management changes as technology and business practices change

• The nature of the risk landscape changes as well, as new devices and technologies create new exposure and 
opportunity for fraud, etc.

• Companies who respond to regulatory enforcement actions are driving the most change and elevating standards

• A focus on reputation leads companies to invest not just to satisfy local regulators, but to thrive in global markets 
and satisfy global regulators



Key Trends in Third Party Risk Management (KYS, KY3P)

• Development of Compliance “Programs” (or Integrity Programs)

• Prioritization of new risk types

• Many data sources are used for assessing risk

• Adoption of purpose-built “workflow” automation technology that integrates risk data



Third Party Compliance Programs



Risk Prioritization

survey of greatest 
perceived risks shows the 
emerging importance of 
cyber security and 
reputation, along with 
bribery and corruption



Data Sources for Third Party Risk Assessment
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Dark web

Slavery, trafficking, human rights related content

Environmental, Social, Governance (ESG) Data

UBO and /or Legal Entity Information

Social Media for persons screening

PEP Content

Litigation and Outstanding Lawsuits

Site visits, on-premises investigations

Country or Industry risk scores

Financial Holdings Data

Adverse Media or real-time News

Cyber Security Breach / Vulnerability Data

Credit rating or Credit risk scores

Google search of individuals or corporate entities

International Screening Database

Public Record (fraud, criminal record, bankruptcy, etc)



Emerging use of workflow automation technology

Which of the following statements best describes the design of your third party risk management workflow?

While more than half of programs still use simple 
methods for storing data, there is a strong trend 
towards the use of workflow automation software.

It is quickly becoming the expectation of regulators.



Example of Simple Workflow Automation with Integrated Data
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Example of Advanced Workflow Automation

This real customer example 
demonstrates the possible workflow 
pathways based on:

• Many decision points
• Divisional needs
• Type of 3rd parties
• Risk levels
• Urgency
• Specific attributes of the 3rd party
• Local jurisdiction requirements
• (and more)



Key Trends in AML / KYC

• As with Third Party Risk Management, major trends include increased workflow automation and the 
integration of multiple data sources

• Increased importance of relationship mapping

• Increased focus on Ultimate Beneficiary Ownership (UBO)

• Emergence of Artificial Intelligence and Machine Learning



Data Classification and Ranking
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Example of Complex Relationships – Terror & Terror Financing



Example of Complex Relationships – Sanctions & UBO

Nicos Nicolaou – Sanctioned in 2015 for materially assisting the Syrian Government. 

Cyprus Stock Exchange designates him as a member. 

• Nicos Nicolaou is also a Director of over 400 Shell Companies unlisted in the OFAC announcement. These 

shell companies have ties to additional actors sanctioned and affiliated with Syrian regime

• Ioannis Ionnou is a majority shareholder in Piruseti Enterprises

• Mugalal Khuri is a director of Ezegoo Investments and Primax Business Consultants Limited

• Together, these three are linked to directorship of more than 1,400 shell companies.

These data-points, along with hundreds of others, act as independent nuggets of insight. Each is sourced 

through independent sources of data, but when combined into one holistic picture, illuminates a sprawling 

global web of relationships, most of them existing outside the purview of know watch-lists and sanctioned 

entities typically caught through screening programs.



New Tools for Visualizing Complex Relationships

World Check One Relationship Analyzer



Emergence of Artificial Intelligence and Machine Learning

Finance: Detect & reduce systemic exposure to fraud

and cyber attacks via machine learning; improve

models and algorithmic trading; improve operations with

predicative analytics

Insurance: Using AI & machine learning in predictive

analytics to determine policy premiums and fraud rates

Mining: Using AI at the forefront in planning and

optimizing scheduling; adopting “smart caps” that use

technology to analyze brain waves to monitor worker

fatigue; autonomous trucks

Compliance: Fighting account opening fraud with

machine learning; minimizing false positives &

duplication via deduction/reasoning in screening and

negative news
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Immediate application of Artificial Intelligence and Machine Learning

“Arresting Officer Jane Smith”

“John Doe is doing fine”

“the victim was later identified as Jane Smith”

“John Doe was issued a fine”

Reducing the challenges of false-positives in 

Media Monitoring

Reducing the challenge of false-positives in 

screening searches
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